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https://en.wikipedia.org/wiki/Malicious_software
https://en.wikipedia.org/wiki/Cryptovirology
https://en.wikipedia.org/wiki/Ransom
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From: First Generic Bank <accounts@firstgenericbank.com=
Subject: Please update your account information
Date: Sep 12, 2006 3:23 PM PST

Generic greeting

#-First Generic Bank user

No “https” Forged link

- http://www. firstgenericbank. com.account-updateinfo. com

Sense of urgency

Requests personal info .. X e :
) c4 P = your account information within 48 hours-¢

Generic sender : :
First Generic Bank
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Major sites including New York Times
and BBC hit by ‘ransomware’
malvertising

Adverts hijacked by malicious campaign that demands payment in bitcoin to
unlock user computers

Home Routers Being Targeted in
DNS Hijacking Attack, Trend Micro
Says

Attackers attempting to steal sensitive data by diverting home router
traffic to malicious domains, security firm says.
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se0C00 Network 4G 8:40

{ Messages +03123456789

Dear OCBC Bank User,
We have detected some
unusual activity.

We urgently ask you to
follow the account review
link:
http://bit.do/ocbc-bank

97 % .

Contact

eee00 VIRGIN =7 4:21 PM

£ Messages iCloud

iCloud: Your ID requires
verification:
www.id-apple.mobi

22% W)

Details

= O * W,

<  Appinfo

PERMISSIONS

This app can access the following on your

phone:
Y. read phone status and identity

E edit your text messages (SMS or
MMS)
read your text messages (SMS or
MMS)
receive text messages (SMS)
receive text messages (WAP)
send SMS messages

© this may cost you money

=n read your contacts
modify or delete the contents of your
USB storage

read the contents of your USB storage

full network access

view network connections
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Stolen credit card
numbers worth a few
dollars

TARGETS

~ Stolen '- records
worth $350-$500
each
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WHAT DOES IT
DO?

or “re-infection”
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HOW DO WE
RECOVER?

_ andard image —

e share and restore from
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HOW DO WE
PROTECT?
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