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are you the lucky one?
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Cyber Threat Landscape
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greatest threats to to Equifax breach malware

their reputation
Average cost per 43 % Cyber Atfacks
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141 w Of cyber attacks are are the #1 problem
$ 6 aimed at small with mankind, even
businesses worse than nuclear
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AGENDA

knowledge + tools > threats




4 case studies

4 opportunities




But
Social Engl

* Phish

* Spoof
 Malware
« Keylogger
* PWN
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Phishing

... Your biggest threat!

Most cyber incidents start with @
malicious emaill
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Top Threats

Phishin
(Socia

Use of backdoor/C2
(Hacking)

(Malware)

Backdoor
(Malware)

Adminware
(Malware)

Capture stored data
(Malware)

Export data
(Malware)

Downloader
(Malware)

Spyware/Keylogger
(Malware)

Use of stolen creds
(Hacking)

Incidents

Source: 2017 Verizon Data Breach Investigations Report
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Case Study #1

What would you do differently today
if you knew that fomorrow...
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Paymert will be raned on
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Cybersecurity Awarer

Ooops, your files have been encrypted!

What Happened to My Computer?

" Send MO0 worth of bitcom 1o this address
bitcoin} . :
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Old "Past Due” Invoice Trick

invoice confirmation

o We removed extra line breaks from this message.

5 Invoice 99807761.zip
503 KB

-

Hello,

Please find attached invoice for the past months. Remit the new payment by 30/02/2016
as outlines under our payment agreement.

Regards

Sino
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What does being PWNED
look like?

L 412612016 4:24 PM DOC File SO KB
A 41262016 4:24 PM DOC File 49 KB
L | 4/26/2016 4:24 PM DOC File 49 KB
LI Filenames 4/26/2016 4:24 PM DOC File 46 KB
L redacted ' 4/26/2016 4:24 PM DOC File 42 KB
LJ 4/26/2016 4:24 PM DOC File 46 KB
L 412612016 4:24 PM DOC File 30 KB
L] 4/26/2016 4:24 PM DOC File 30 KB
L 4/26/2016 4:24 PM DOC File 40 KB
E] README-Encrypted_Files HTML 4/26/2016 4:24 PM HTML Document 4 KB
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Ransomware Preparation

e Anfti-Virus
 Back-Ups
* MaQcCros

« Table-Tops
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Case Study #2

What would you do differently today
if you knew that fomorrow...
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Your employee
will drop you a note...

Hey Boss,

[ wired that $35,000 to
crazyQ paper like you asked!
Bank confirmed all set —

Cheers!
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or worse,
YOU are that employee.

Prew -~ [H-| 50 | X |4~ -4

>4 Request from CEO
Subject: Immediate Wire Transfer

Ré—p'ly Forward

To: Chief Financial Officer

@© High Importance

Please process a wire transfer payment in the
amount of $250,000 and code to “admin expenses”
by COB today. Wiring instructions below...
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Business Email
Compromise (BEC)

the
S3 BILLION

problem




BEC Preparation

- @Consistency
« Dual Control
« Training

« Human Voice
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Case Study #3

What would you do differently today
if you knew that fomorrow...
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-'your CHECKS will
be counterfeited
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The Signal
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Low-Tech & Successful

« $ecurity
« Positive Pay
» Direct Deposit

« ACH Block
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Case Study #4

What would you do differently today
if you knew that fomorrow...
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Your bank ==

/ —
®% el i e 1l e d 9/
s
-

calls to confirm &22
a $42,500 ACH §
payroll file,

=

and you didn’t do payroll YET.
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There is no
school like
old school.

Cybersecurity Awareness




Account Takeover

« Reduce Threat Surface
 Dual Conftrol
« Computer Security

* Training
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Epillogue
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It's organized,
and it’s just
business.
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Resources

Fraud Information Center on NBT Bank's New Website

Business - Customer Support - Fraud Information Center

FRAUD INFORMATION CENTER

For businesses of all sizes, incidents of fraud and theft of financial data are on the rise. Knowing this, few things count more to your business than
securing your business's account information, and NET Bank is commitied to helping you do just that. Click the boxes below for the latest information,
tips and resources related to business fraud.

o A Ransomware: Prevent, Detect, Respond Leam More A Be aware of the CEO Phising Scam Learn More o
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Common Themes

« Email & Web Surfing
« Dual Control

« Table-Tops

 ANnd lastly...
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Build Cybersecurity Awareness

Cybersecurity Awareness %(




Questions &
ANSWErS




i

for everything that counts®

Terra Carnrike-Granato

Information Security & Fraud Risk
reportfraud@nbtbank.com
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