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The Day 

Before Tomorrow:

A Discussion On

Cybercrime & Fraud



Cybercrime Pain Scale



are you the lucky one?



Cyber Threat Landscape
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61 % 

of Organizations say 

data theft and 

cybercrime are the 

greatest threats to 

their reputation 
IBM Security Survey 2012

143 Million 

compromised 

credentials in the 

United States due 

to Equifax breach

Equifax Security  

1 in 

131
Emails contain 

malware

2017 Symantec Security Threat Report 

Average cost per 

stolen record 

$141
2017 Ponemon Study 

43 % 
Of cyber attacks are 

aimed at small 

businesses 
2017 Small Biz Trends

Cyber Attacks 

are the #1 problem 

with mankind, even 

worse than nuclear 

weapons 
Warren Buffet



AGENDA

knowledge + tools > threats



4 case studies

4 opportunities



But First…

Social Engineering Terms

• Phish

• Spoof

• Malware

• Keylogger

• pwn



Phishing

… Your biggest threat!

Most cyber incidents start with a 

malicious email 
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Top Threats

Source: 2017 Verizon Data Breach Investigations Report



What would you do differently today

if you knew that tomorrow…

Case Study #1





Old “Past Due” Invoice Trick



 

 
 

 

 

 

 

 

 

Filenames 

redacted 

What does being PWNED 

look like?



Ransomware Preparation

• Anti-Virus 

• Back-Ups

• Macros

• Table-Tops 



What would you do differently today

if you knew that tomorrow…

Case Study #2



Your employee

will drop you a note…

Hey Boss,

I wired that $35,000 to 
crazyQ paper like you asked! 
Bank confirmed all set –

Cheers!



or worse,

YOU are that employee.



Business Email

Compromise (BEC) 

the 

$3 BILLION 
problem



BEC Preparation

• @Consistency 

• Dual Control

• Training

• Human Voice



What would you do differently today

if you knew that tomorrow…

Case Study #3



your CHECKS will  

be counterfeited



The Signal



Low-Tech & Successful

• $ecurity

• Positive Pay

• Direct Deposit

• ACH Block



What would you do differently today

if you knew that tomorrow…

Case Study #4



Your bank 

calls  to confirm

a $42,500 ACH

payroll file,

and you didn’t do payroll YET.



There is no 

school like 

old school.



Account Takeover

• Reduce Threat Surface

• Dual Control

• Computer Security

• Training



Epilogue



the 80s are over



It’s organized, 

and it’s just 

business.



where to begin?



security



Resources
Fraud Information Center on NBT Bank’s New Website



Common Themes 

• Email & Web Surfing

• Dual Control

• Table-Tops

• And lastly…



Build Cybersecurity Awareness



Questions & 

Answers



Terra Carnrike-Granata

Information Security & Fraud Risk
reportfraud@nbtbank.com


