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What is Fraud?

* |ntentional material, false statement or willful omission of
material fact, either orally or in writing.

* Knowledge by the perpetrator that the statements or omissions
are false and misleading.

* Intent for the misrepresentation to be acted upon.
e Reliance by the victim on the statements made.

 Damage to the victim who relied upon the
statements.
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Occupational Fraud

* Occupational frauds are those in which an employee, manager,
officer or owner of an organization commits fraud to the detriment
of that organization. The three major types of occupational fraud
are: Corruption, Asset Misappropriation and Fraudulent
Statements.

 The complete classification of occupational fraud, frequently
referred to as the Fraud Tree (next slide);

 Committed for the purpose of the direct or indirect financial
benefit to the perpetrator;

* Costs the employee’s organization assets, revenues or reserves
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Fraud Triangle

* Financial Need
¢ Addictions such as gambling
e Pressure of non performance

MOTIVATION

FRAUD

s . LY f rev d disl It
* Access to sensitive information TRIANG LE enf;farffff:gZf’;nir:ﬂcgf O}:
that has takers - . 'c:lleaQUE'
C S

* Confidence of not getting S Eer By el g
S and nobody gets caught

OPPORTUNITY RATIONALISATION
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2018 ACFE Report to the Nations

2,690

real cases of
occupational fraud

. MEDIANMN LOSS PER CASE
1 2 5 countries

B = f
9 Q incustry MONTHS

LOSSES OF ‘
categories

Median duration
of a fraud scheme

IN TOTAL LOSSES
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CONCEALING FRAUD

An act of fraud typically involves not only the commission of the scheme itself, but also efforts
to conceal the misdeeds. Understanding the methods fraudsters use to cover their crimes can
help organizations better design prevention mechanisms and detect the warning signs of fraud.

TOP 8 CONCEALMENT METHODS USED BY FRAUDSTERS

#1018
LRl

Created fraudulent  Altered physical  Created fraudulent  Altered transactions Altered electronic  Destroyed physical Created fraudulent  Created fraudulent
physical documents documents transactions inthe  in the accounting  documents or files documents electronic journal entries
accounting system system documents or files

How Occupational Fraud Is Committed Report to the Nations
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Asset Misappropriation Financial Statement Fraud

Occupational

Conflicts of Economic Net Worth/ Net Worth/
Tiior et Bribery lllegal Gratuities Extortion Net Income Net Income
F ra u d a n d Overstatements Understatements

Purchasing Invoice Timing Timing
Schemes Kickbacks Differences Differences

Abuse = =
Classification
System (the

Fraud Tree)

Improper Improper
Asset Asset
Valuations Valuations

Improper Improper
Disclosures Disclosures

Inventory and All
Other Assets

Theft of Cash Theft of Cash

Fraudulent
on Hand Receipts

Disbursements Misuse Larceny

Expense Check and
Skimming Cash Larceny Billing Seyioll Reimbursement Payment

Register
Schemes Schemes S homas Tampering Disbursements

Refunds

Receivables Shd oifer
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How is Occupational Fraud Committed?

MEDIAN LOSS PERCENT OF CASES
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OF OWNER/EXECUTIVE
FRAUDS INVOLVED

OF OWNER/EXECUTIVE
FRAUDS INVOLVED

34% b%
NON-OWNERS/EXECUTIVES NON-OWNERS/EXECUTIVES

AND ARE THE
TWO FORMS OF OCCUPATIONAL FRAUD
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What Types of
Organizations
Are Victimized
by Occupational
Fraud?
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PERCENT OF CASES

MEDIAN LOSS

42%
29%
16%
9%
4%

Private Public r
Bay company Government  Not-for-profit Other
I I - I
$117,000 $118,000 $120,000
$164,000
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How Does an Organization’s Size Relate to Its
Occupational Fraud Risk?

$200,000 <100

28%
employees

100-999

$100,000 employees

1,000-9,999

employees 26%

$100,000

24%

10,000+

$132,000
employees

MEDIAN LOSS PERCENT OF €CASES
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How Does Gender Distribution and Median Loss
Vary Based on the Perpetrator’s Level of
Authority?

Employee
Female i
$50,000 42%
Manager
$128,000 27%
Owner/
executive
$295,000 14%
MEDIAN LOSS PERCENT OF CASES
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How Does the Perpetrator’s Tenure Relate to
Occupational Fraud?

Less than 1year . $40,000

1-5 years - $100,000

6-10 years _ $173,000
[

PERCENT OF CASES MEDIAN LOSS
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44%
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24%
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How Often

Do Fraudsters
Commit More
Than One Type
of Occupational

Fraud?

L
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Financial
statement fraud

Asset
misappropriation

Corruption

Asset misappropriation only

57%

Asset misappropriation and corruption

23%

Corruption only

9%

Corruption, asset misappropriation, and financial statement fraud

4%

Asset misappropriation and financial statement fraud

3%

Financial statement fraud only

1%

Corruption and financial statement fraud

1%
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Do Perpetrators
Tend to Have
Prior Convictions?

- Never charged or convicted (89%)
- Charged but not convicted (6%)
B Had prior convictions (4%)

Il Other (1%)
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What Types of Background Checks Were Run on the
Perpetrator Prior to Hiring?

Employment history 78%

Criminal checks /5%
Reference checks BLKY,
Education verification 509%
Credit checks 36%

Other
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Red Flags of Fraud

We can increase our awareness of fraud
by the red flags that may indicate that a
fraud scheme is taking place!

The Fraud Triangle

|~

OPPORTUMITY

1 ]

PRESSURE RATIOMALIZATION

'SR DANNIBLE & MCKEE, LLP

Certified Public Accountants and Consultants

Delivering Confidence



The 6 Behavioral Red Flags

Living Beyond Means
Financial Difficulties
Unusually Close Association with Vendor/Customer
Control Issues, Unwillingness to Share Duties
Divorce/Family Problems
“Wheeler-Dealer” Attitude

SO =R D
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The 6 Behavioral Red Flags

I

85 / [] FRAUDSTERS DISPLAYED AT LEAST

ONE BEHAVIORAL RED FLAG

AND IN

U 0000000000000
50 /D THEY EXHIBITED [ difficulties
MULTIPLE RED FLAGS

BEHAVIORAL | | _
RED FLAGS

have been the most common in

back to 2008, with a remarkably
consistent distribution

]
7
|
every one of our studies dating  PYiinrsi _
0]
- L

0 10% 20
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OWNER/ Red flags varied by
EXECUTIVE EMPLOYEE

Unusually close association with 0\
vendor/customer ) . T
Financial difficulties @
Control issues, unwillingness to
share duties 'y ins )
10 | Divorce/family problems @

“Wheeler-dealer” attitude | !
o U Instability in life circumstances

Red flags varied by

Irritability, suspiciousness, or s
defensiveness 1) Unusually close association with
= vendor/customer

Financial difficulties :
“Wheeler-dealer” attitude

Complained about inadequate pay Excessive pressure from within
the organization
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Red Flags of Fraud

\

%rning Stone“

RESORT | cASINO

Pressures
e Living above their means
e Substance Abuse

e Gambling Issues

* Emotional Instability
e Medical or Family issues
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\ Red Flags of Fraud

Opportunity

* Weak to non-existent internal controls, including lack of
segregation of duties

* Absentee ownership
* No/limited outside review of financial records
* Nature of the business |
— Heavy reliance on cash payments
— Portable inventory
— Significant number of vendors

i : - N e :
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Red Flags of Fraud

Rationalization

'SR DANNIBLE & MCKEE, LLP

Tone at the top — | am only doing what ownership or
other management personnel do

This is my way of getting what is due to me

| am only borrowing the money, once | get
past this issue, | will
pay it back and

no one will know.

. Those grapes were
. probably sour anyway.

2 g

Buzzle.com .r"_,.

Aesop's The Fox and the Grapes fable is an

Certified Public Accountants and Consultants

apt example of rationalization.



Other Red Flags

* Operating results that don’t mirror the industry or competitors —
good or bad

* Business that consistently has cash flow issues despite profitability.
* “Hoarding” of information and access to records

* Answers to questions that don’t make sense or which require
significant time to answer

 Complex relationships with vendors and financing sources that do
not make sense or are not easily explained
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Online Transaction Fraud

* Deleting all current authorized users from the Company’s PayPal
account at once

* Reviewing which users require access to this system and reissue new
individualized credentials to each. We strongly recommend limiting
this access to one or two individuals at the most, as beyond this
level, the ability to fraudulently interact with the account
significantly increases

* Ensuring terminated employees, who have been assigned such
credentials, have had their credentials immediately cancelled, and at

that, simultaneously, the Company changes
the password access to the system '

e Assigning specific responsibilities for oversight
of the overall PayPal account Paypa’
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Not-For-Profit Fraud

* Proper Segregation of duties when it comes to programs that take
in cash for program fees

* The person in control of the general ledger and accounts
receivable should not be the one collecting the cash

* Proper reconciliations of program services vs program revenue
* Personnel that has everyone of the fraud triangle signs:
— Strong personality that won’t let anyone else collect cash
— Doesn’t take vacations
— Family health issues
— Can’t ever seem to get their work done/Very busy

* When accounts receivable does not make sense or is long and

outstanding
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Church Fraud

* Minister had complete control of bank accounts and investment
accounts

* No board oversight

* Fraud started small and no one noticed

« ATM withdrawal at Pointe Place, Yellow Brick Road and Turning Stone
* Nearly liquidated church’s entire investment portfolio
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INTERNAL

CONTROL
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Most Effective Internal Controls

Although you can never eliminate

fraud, you can implement controls
that help prevent and detect fraud
when it occurs.

1. Data Monitoring/Analysis
2. Surprise Audits

3. External Audit of Internal Controls
over Financial Reporting

4. Job Rotation/ Mandatory Vacation
5. Management Review
6. Hot Line

DANNIBLE & McCKEE, LLP
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and
SURPRISE AUDITS were correlated with the
largest reductions in fraud loss and duration

LOWER LOSSES FATER DETECTION

Yet only 37% of victim organizations
implemented these controls
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Anti-Fraud Controls In Place While Fraud
Still Occurs

Percent  Control  Controlnot  Percent

Contrl ofcases inplace  inplace  reduction
Code of conduct 80% 10000 §250000 6%
Proactive data monitoringlanalysis MW $80000  §165,000 52%
Surprise audits M $7B000  $152,000 5%
External audit of internal controls over financial reparting 67% $100000  $200000 50%
Management review 66%  $100000  $200,000 50%
Hotline 63% $100,000 $200,000 h(%
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Primary Internal Control Weakness that
Contribute to Fraud

* Lack of Internal Controls — 30%

e Qverriding Existing Controls — 19%
e Lack of Management Review -18%
* Poor Tone at the Top — 10%

* Lack of Competent Personnel in
Oversight Roles - 8%
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How Do Internal Control Weaknesses
Vary by Scheme Type?

Lack of internal controls

Lack of management review

Override of existing internal controls

Poor tone at the top

Lack of competent personnel in oversight roles
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3%
25%
29%

19%
15%
15%

18%
21%
4%

18%
23%

B%
b
5%

Asset misappropriation

B Corruption

B Financial statement fraud
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COSO Internal Control - Integrated
Framework Principles

INTERNAL CONTROL WEAKNESSES
WERE RESPONSIBLE FOR NEARLY

HALF OF FRAUDS

Copntrol Activities

Information & Communication

Monjtoring Actiyities

£2013, Committes of Sponsoring Organizations of the

% Treadway Commission (C0S50). Used by permission.
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Control Environment - Tone at the Top

 Demonstrates commitment to integrity and ethical value
* Exercises oversight responsibilities

e Establish structure, authority and responsibilities
 Demonstrates commitment to competence

* Enforces Accountability
ESTABLISHING AN EFFECTIVE

INTERNAL CONTROL ENVIRONMENT

sasen ==
]
FERED

S TITE
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Risk Assessment

* Specifies suitable objectives

* |dentifies and analyzes risk

e Assess fraud risk

* |dentifies and analyzes significant change
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Control Activities

« Selects and develops control activities

— Segregation of Duties

— Physical Controls

— Authorization

— Performance Review

— Information Processing
« Selects and develops general controls over technology
* Deploys through policies and procedures
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Information and Communication

e Uses relevant quality
information

e Communicates internally
e Communicates externally

'S DANNIBLE & MCKEE, LLP Delivering Confidence
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Monitoring Activities

* Conducts ongoing and/or sperate evaluations
* Evaluates and communicates deficiencies

ST T AL
STWEMS A Ak ALF RIS prERFErRF ANCE P
[ Ok F

B o O
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The Use of Data Analytics

* Data analytics typically refers to the
use of analytics software to identify
trends, patterns, anomalies, and
exceptions in data.

* Inrecent years, organizations have
increasingly adopted data analytics
techniques and approaches to assist

with marketing, customer service,
brand protection, financial
management, and numerous other
areas, including fraud prevention and
detection.
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How Beneficial is Data Analytics to Different
Areas of Organizations’ Anti-Fraud Initiatives?

Valume bd%

Tirmeliness 5%

Efficiancy b8

hecuracy 5%

0

w2

10% 20% 0% 0% 50% B0% 0% BO% 0% 100%

B veryvenercir [ painy benecia [ signny benetia [ Notetan benenc
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Benefits of Data Analytics

* |dentify fraud more efficiently and effectively before it becomes
material

* Focus detection efforts on suspicious transactions

* Reduce sampling errors

* @Gain insight into how well internal controls are operation
* Ability to effectively monitor trends

 Compare data from diverse sources to identify instances of fraud
or noncompliance
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What Data Analysis Techniques Do Organizations
Use to Fight Fraud?

e nen
E-\.

Exception reporting/anomaly detection
- J
Automated red flags/business rules 185
Data visualization 12

Predictive analytics/ maodehng o)

Link anatysis/social network analysis

Text mining 129
I,
Geographic data mapping 10%
I -
Artificial inteligence/machine leaming 25%
Emotional tone/sentiment analysis g} 0%
% 10% 20% 30% 40% 50% 60% TO%

. Currently use Expect to adopt in next 1-2 years



In What Risk Areas Do Organizations Use Data
Analytics to Monitor for Fraud?
B

Disbursements IR
Fraud by customers/first-party fraud 35%
Travel and entertainment 34%

Receipts/incoming payments

Money laundering

Fraud committed by vendors/contractors 30%
Hacking/unauthorized user accessfthird-party fraud _ 23%
Corruption and bribery _ 22%
nvertory [ Y 205

0% 10% 20% 30% 40%



What Other Technologies Are Organizations
Using to Fight Fraud?

 Case management software programs developed in-house
 Digital forensic and e-discovery software

 Online evidence capturing software
* Biometrics

* Blockchain/distributed technology
* Robotic

Virtual/augmented reality L? BLOCK CHAIH g

S
. ,-Itg W-fl [E’]""w t{ir )
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Biggest Obstacle Implementing Data Analytics

 While technological
advancements can bring many

benefits, adopting new BUDGET AND

technology often comes with FINANCIAL CONCERNS

challenges and potential barriers ARE THE

to success. Anti-fraud technology

Shodiffcient BIGGEST OBSTACLE
 Moving forward, data analytics FOR MANY ORGANIZATIONS.

will be an integral tool to .

preventing and detecting fraud. v
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What to Take Away

 Never going to eradicate fraud

 What we can do, though, is build the defenses against
fraud:

— Awareness of the red flags and behavior red flags

— Build the best Internal Controls system allowed by:
= Financial resources
=  Personnel resources
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Christopher Didio, CPA, CFE

DANNIBLE & McCKEE, LLP

Certified Public Accountants and Consultants

Audit Partner

Email: cdidio@dmcpas.com

Web: www.dmcpas.com and
www.dmconsulting.com

Address:

DM Financial Plaza

221 South Warren Street
5t Floor

Syracuse, NY 13202

Phone: (315) 472-9127 x140
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