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• Simple but powerful internal controls every organization should 
implement

• Best practices for configuring QuickBooks with fraud prevention in 
mind

• How to structure user roles and permissions effectively
• Utilizing audit trails 

Learning Objectives
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Definition: a comprehensive system of policies, procedures and 
measures implemented by an organization to achieve its objectives, 
safeguard assets, ensure accurate financial reporting and comply with 
laws and regulations

In plain terms – think of internal controls 
as a set of rules, procedures and actions
put in place by an organization to ensure 
things run smoothly and correctly. 

What Are Internal Controls?
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Also known as "Segregation of Duties" 

Definition: an internal control principal where key tasks and 
responsibilities are divided among different individuals or departments 
to prevent fraud, errors, and abuse of authority

What is Separation of Duties?
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It ensures that no single person has 
control over all aspects of a critical 
process, thereby, creating a system of 
checks and balances.

This principal is crucial in fields like 
finance, where single points of control 
could lead to significant risks.

Separation of duties enhances 
operation integrity, accountability, and 
transparency within an organization.

What is Separation of Duties? Cont.
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• Cash
• Disbursements
• Credit Cards
• Reconciliation
• Policies & Procedures

Types of Internal Controls
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Petty Cash
• Limit the use of Petty Cash
• Use a safe or locked drawer to store Petty Cash

o Restrict the number of employees who have access to the key or 
code!

• Keep a log to track:
o Who took the cash
o The amount taken
o For what purpose

• REQUIRE A RECEIPT!

Internal Controls: Cash
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Deposits
• Use a safe or locked drawer to store checks and cash for deposit until the 

deposit is being prepared.
o Restrict the number of employees who have access to the key or 

code!
• Do not have the same person prepare the deposit AND take it to the bank

o One person should prepare the deposit
o A second person should bring the deposit to the bank

• Prepare documentation of deposit for records
o Check images
o Supporting letters or memos

Internal Controls: Cash Continued
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Checks
• Use a safe or locked drawer to store Checks

o Restrict the number of employees who have access to the key or 
code!

• Require supporting documentation 
• Do not allow the person preparing the checks to sign them!
• Require two signatures (Note:  Your bank will still cash it with one 

signature)
• Limits can vary depending on size and needs of an organization

Internal Controls: Disbursements
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ACH Payments
• Require supporting documentation 
• Do not allow the person preparing the ACH to authorize the ACH!
• Use positive pay
• Set up procedures to use "outside" of the organization to approve ACH, like 

text messages between CFO/Owner, etc.

Cash Withdrawals
• Limit cash withdrawals from the bank!
• If cash withdrawals are necessary

o Limit employees with authorization
o Apply a threshold that requires dual authorization
o Require supporting documentation for reason of withdrawal

Internal Controls: Disbursements Continued
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• Restrict use of agency credit cards 
o Limit number of credit cards issued
o Set account limits
o Verify ALL charges
o Require receipts

 NO EXCEPTIONS! 

Internal Controls: Credit Cards
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• Company in Central New York
• Employee was the Office Manager responsible for 3 locations
• Company had a weekly payroll returned for NSF, and had to put money into the bank, and send money 

certified to the payroll company to pay employees that week.
• Office Manager started to take "cash" withdrawals from various bank tellers sometimes multiple times in 

one day.
• Owners had some health issue going on within the family and did not devote much time to the Company 

and "trusted" this employee.
• Office Manager started posting the withdrawals into QuickBooks as various cost of sales, and payroll 

accounts.
• Office Manager convinced its CPA/Tax Preparer they were paying employees in cash since they no longer 

trusted its payroll due to the one payroll being returned.
• Tax preparer never asked to see any 1099's; since weekly payroll was being paid every week from its 3rd 

party payroll company.
• Three years after this had started, the owner opened one of its bank statements and wondered what the 

"Bank Teller" withdrawals were for.
• Only three years were evaluated, and the alleged embezzlement was over $600,000 in cash withdrawals 

and use of the Company credit card.

Cash Withdrawal & Credit Cards Real World Example
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• Reconcile bank and credit card accounts monthly!
• Assign the reconciliations to an independent person

o Someone who does not record bank deposits
o Someone who does not record bills and bill payments
o Someone who does not have check signing ability 

• Review outstanding deposits and checks for accuracy

Internal Controls: Reconciliations 
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• Prepare ALL fiscal policies and procedures in WRITING
• Include policies & procedures for the following:

o Cash
 Including Petty Cash & Deposits

o Disbursements
 Including Checks, ACH & Cash Withdrawals

o Expense Reimbursements
o Journal Entries
o Payroll
o Investments

Internal Controls: Policies & Procedures
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• User Roles
• Closing The Books
• Attaching Documentation into QuickBooks
• Utilizing the Audit Log

How To Prevent Fraud In QuickBooks 
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Managing Users & Assigning Roles 
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Managing Users & Assigning Roles Continued
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• Primary Admin: This role is granted all access to the QuickBooks file. This 
role cannot be reassigned 

• Company Admin: Users added to this role can also see and do everything, 
including adding users and changing passwords

• Standard All Access: Users to this role, are typically accountant users and 
have full access without admin privileges

User Roles - Administrative
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• Bill Clerk: Users added to this role can add bills and mark bills as paid but cannot 
approve or pay bills

• Bill Payer: Users with this role can view and pay bills and edit vendor info. They 
cannot add bills or complete any other actions with bills

• Bill Approver: Users with this role can only approve bills. They cannot pay or modify 
any bills

• Expense Manager: Users added to this role can access all expense transactions, 
vendors, products and services, sales tax and currencies

User Roles Continued – Expenses
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User Roles Continued

• Accounts Payable Manager: Users added to this role can see and do 
everything with expenses, bills, vendors and A/P reports

• Accounts Receivable Manager: Users added to this role can see and do everything 
with sales, customers, invoices and A/R reports

• In-House Accountant: Users added to this role can access all reports, bookkeeping 
and accounting tools. No access to payroll and cannot manage users

• Bookkeeper: Users added to this role can access all bookkeeping transactions and 
tools. There is no access to financial reports, payroll, time or budgets
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• Creates security with individuals 
having their own login credentials
o Never share login credentials!

• Ensures users only have access to the 
resources they need to perform their 
job, minimizing the risk unauthorized 
access

• User activity is traceable 

Advantages of Assigning User Roles
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Closing The Books
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Advantages of Closing The Books



PAG
E 25

Delivering Confidence

• When in the bank transactions module to categorize a transaction click 
add attachment: 

• This will open your files on your computer to upload the receipt:

Attaching Documentation – Banking Module
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• When in an expense or deposit transaction, there is the option to attach 
documentation to the bottom left: 

• Attachment types include, Excel, PDF, and Image files. These can be added via drag & 
drop or by clicking "Add attachment" 

• Once the documentation has been added click save & close on the bottom right: 

Attaching Documentation 
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• Provides a clear and verifiable picture 
of the transactions

• Demonstrates the legitimacy of 
financial entries

• Ensures the organization's relevant 
documents are organized and readily 
accessible

• Simplifies the audit process

Advantages of Attaching Documentation
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Utilizing The Audit Log 

• Filter by User • Filter by Time Frame • Filter by Event
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Utilizing The Audit Log Continued
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Utilizing The Audit Log, Cont.
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• Detects and Prevents Fraud: Reviewing the audit log helps identify unusual or 
suspicious activities that may indicate fraudulent behavior

• Improves Accountability: The audit log allows team members to see who made 
changes, ensuring accountability and compliance with procedures

• Ensures Data Accuracy: By tracking all changes, the audit log helps confirm the 
accuracy of financial data and prevents human error

• Resolves Issues Quickly: The audit log allows for quick tracing of user actions, 
helping to identify the source of problems and resolve them efficiently

• Maintains Transparency: The audit log provides transparency into user activities, 
enhancing accountability and trust within the organization

Advantages of Using Audit Log Include:
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• Fraud lasted for 4 years and 3 months
• Started with his wife becoming pregnant and his salary was $80,000 a year and 

with the financial PRESSURES was not being able to cover his monthly bills of 
student loans, mortgage, credit cards, etc.

• Worked for a very large company; however, his division only had a Controller, 
Assistant Controller, Accounting Manager (Perpetrator) and three employees 
under him.

• Due to the small size of the department, employees would often share login and 
passwords (explained as a simple work around when people were sick or on 
vacation)

• No one in systems realized they had given him and another employee approval 
for checks/ach up to $250,000; and the perpetrator had discovered this by 
accident one day.

• Started to think, if I could just get my debt paid off, I would be doing ok and could 
stop

Real World Example:  Lessons from an 8 Million Dollar Fraud
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• Started very small with only a payment to his credit card company for $1,100
• He went into his coworker's computer on a Friday evening and requested the 

check to "Universal" a company they did business frequently with but also had 
the same name as his credit card company.

• He went into his computer and approved the check and mailed it into his credit 
card company.  The payment was applied with no problem.

• Guilt started to sink in.  He thought I may go to jail for only $1,100.  So, he 
decided to try it again two weeks later for $1,800 and it worked.

• After almost having it all paid off, a check for $4,500 was never applied to his 
statement; he started to get worried.  However, he forgot to write the credit card 
number on the check, and it was returned to the office in Atlanta, who didn't look 
into it; and instead, sent it back to him.  This panic made him immediately stop 
with the check fraud.

Real World Example:  Lessons from an 8 Million Dollar Fraud
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• So, after waiting about a year, he decided to create a company and added them 
to the accounts payable system.

• He started "small" with only requesting a $27,000 check.  He went onto his 
coworker's computer and posted the payable.  He then went back to his 
computer and approved the payment.

• Company's internal control procedures were that checks were printed at a 
location next door and a different employee NOT in accounting would collect 
the printed checks and mail them.  However, if that employee was off for the 
day, it was the accounting managers job to go take care of that.

• He would request the checks the night before he knew he would be getting the 
checks.

Real World Example:  Lessons from an 8 Million Dollar Fraud



PAG
E 35

Delivering Confidence

This went on for 3 more years.  In the first year he embezzled $1 million, in year 2, $2 
million, in year 3, $4 million and the year he was caught another $1 million 
for a grand total of $8 million!

• He used the money for living beyond his means and gambling.  Ultimately, the 
stress took a toll on his marriage, and he divorced during year 3 of the fraud.

• In the end his ex-wife who was friends with his boss were having lunch and she 
started telling him about his gambling and drinking and something seemed off

• The boss started to investigate and used audit reports that looked at all checks 
approved by the perpetrator

• He called him in and asked for all supporting backup to the fake company he had 
created.

Real World Example:  Lessons from an 8 Million Dollar Fraud



PAG
E 36

Delivering Confidence

Conclusion

This case is a good reminder of the importance of controls related to ERP 
systems. Authentication controls identify the person accessing the 
accounting system and ensure that only legitimate users can access the 
system. These controls include passwords, smart cards, and biometric 
identifiers. In  this case, the authentication controls failed because he 
effectively impersonated either the co-worker or himself. His fraud could 
have been prevented if the company had used multifactor authentication, 
perhaps by requiring both a password and a smart card inserted into a card 
reader.

Real World Example:  Lessons from an 8 Million Dollar Fraud
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Questions
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View past seminars on our YouTube Page!
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Accounting and Advisory Services 

Director 
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This presentation is © 2025 Dannible & McKee, LLP. All rights reserved.  No part of this document 
may be reproduced, transmitted or otherwise distributed in any form or by any means, electronic 
or mechanical, including by photocopying, facsimile transmission, recording, rekeying, or using 
any information storage and retrieval system, without written permission from Dannible & 
McKee, LLP. Any reproduction, transmission or distribution of this form or any material herein is 
prohibited and is in violation of U.S. law. Dannible & McKee, LLP expressly disclaims any liability in 
connection with the use of this presentation or its contents by any third party.

This presentation and any related materials are designed to provide accurate information in 
regard to the subject matter covered, and are provided solely as a teaching tool, with the 
understanding that neither the instructor, author, publisher, nor any other individual involved in 
its distribution is engaged in rendering legal, accounting, or other professional advice and 
assumes no liability in connection with its use. Because regulations, laws, and other professional 
guidance are constantly changing, a professional should be consulted if you require legal or other 
expert advice.

Copyright / Disclaimer
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Any tax advice contained herein was not intended or written to be used, and cannot be 
used, for the purpose of avoiding penalties that may be imposed under the Internal 
Revenue Code or applicable state or local tax law provisions.

Circular 230
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